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1 INTRODUCTION

1.1 What is TRMS?

Since a number of years enhanced collaboration is one of major trends in industry.
Collaborative engineering (CE) is a new paradigm for product development which
integrates widely distributed engineers for virtual collaboration. The major obstacle in
stronger proliferation of CE practices is the lack of appropriate infrastructures suitable for
distributed engineering work.

Tool Registration and Management System (TRMS) is an innovative solution that
constitutes a kernel of the collaborative infrastructure, as it enables distance-spanning
tool integration. Once registered, tools provide their services to distributed engineers.
Advanced service discovery methods are used to connect to the most appropriate service
with respect to optimal availability within the current configuration of the virtual
engineering network. TRMS guarantees secure data transfer with authentication and
authorisation of users, as well as it includes security management mechanisms that allow
administrator to monitor users' activity and to execute a proper security policy. TRMS
allows design teams to make their resources available to the others. It is thus intended for
distributed engineer groups collaborating on the same project and using shared tools.

TRMS was developed by the EU E-Colleg Project (IST-1999-11746, www.ecolleg.org).

Client of a TRMS environment g@@
Login  WWorkflowe  ToolTask  Tool Server  User  Options  Administration  Help
SBT @ B B |

F o Wersion: 0145 (feb '04)
F  Build: 125 (200403215 132:45)
F Copyright (c) E-Colleg, CiEL. All rights resenred.

ZO0H03ME 19:58 41 System ready

ZO00ZME 1905821 : User login to swstem ..
000308 195947 User Jarek bdagieraljarek) logged

Ready

Figure 1.1: Main window of the TRMS Client application

1.2 TRMS Key Features

TRMS enables to use tools that have been installed in geographically dispersed
locations.  Built-in mechanisms make tool integration very easy. This means
straightforward tool registration and invocation. TRMS provides a user with a comfortable
interface - the TRMS Client for looking for a required tool. It makes user's work more
efficient and saves his/her time. Only tools pre-registred in the system may be searched
for. Registered tools are configured for integration due to automatically generated XML-
based interfaces. Of course, one needs rights to use a particular tool. Management of
users and their multilevel privileges is a strong asset of the system. Cryptography
techniques and digital signature technology protect project data on their way through the
network, as well as protect access to the system.
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Advanced Network Transport Service (ANTS) enable exchange of project data through
existing firewall systems without a need for their reconfiguration. TRMS has its own
workflow management system that simplifies management of tasks realised by a
distributed engineering environment. TRMS uses ecollegML markup language for
description of: tools, tasks, and workflows.

1.3 TRMS Architecture

A general architecture of the TRMS in the simplified perspective includes three basic
components: Global Tool Lookup Server (GTLS), Tool Server (TS) and Client.
Additionally, Advanced Network Transport Services (ANTS) supporting communication
and Data Bases Server (DB) responsible for data storage complete the architecture. The
main component GTLS is responsible for registration and modification of data on users
and their privileges, elements of the system, as well as, information on accessible tools
and machines that make them available. GTLS is also responsible for the security policy
of the whole system. The ANTS is a SOAP web service that enables routed data
transport through gateways and firewalls. TRMS uses ANTS for the transport of all data
between clients and remote tools. ANTS can also be used to distribute SOAP messages
across network boundaries. It enables TRMS to be deployed fully independent of the
network infrastructure when ANTS connectivity is supported. DB server contains two
databases: a native XML DB Exists with tool descriptions and the relational DB
PostgreSQL with information on users and their privileges. TS is responsible for
confirmation of users identity and privileges, as well as directly launches the tool.

- Users DB
Get data of user
Tools, Tasks.
= Workflows DB

[
()

a

Taool Server
Login and find
Invoke a tool a tool, a task and Get data of user
a workflow

Tool Server

& e Invoke a tool
Cliant

Figure 1.2 TRMS architecture

Wt

2 INSTALLATION AND CONFIGURATION

2.1 System requirements

¢ Operating System:
v' TRMS is independent on the operating system platform. It has been tested on the
following OS: Windows 2000, Windows XP, Linux (Mandrake 10), Solaris 8
¢ Minimum Hardware Requirements:
v" Processor platform i586, i686
v Memory RAM minimum 64MB (greater recommended)
v"Installed Disk Space 10 MB or more of free hard drive space
¢ Minimum Software Requirements:
v Installed Java 2 Platform, Standard Edition (J2SE)*
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NOTE: TRMS has been tested with J2SE 1.4.0_x, 1.4.1_x, 1.4.2_x and 1.5_x. Unfortunately, we have noticed
some problems with J2SE 1.4.2_x. It is caused by a lack of compatibility in attendance of JCEKS keystore file in
this edition (http://developer.java.sun.com/developer/bugParade/bugs/4887561.html). JCE keystore files store
generated private and public keys for all system components, as well as for each user. The JCE keystore file
created in other version J2SE then 1.4.2_x is incorrectly read by this edition. We suggest creation of the new
JCE keystore file and registration of new public and private keys in the GTLS database after each change of
J2SE edition.

2.2 TRMS installation

A general architecture of the TRMS in the simplified perspective includes three basic
components: Global Tool Lookup Server (GTLS), Tool Server (TS) and Client. They are
delivered in the form of one archive (zip file). Installation requires unpacking of this
archive to an optional folder and a proper modification of the configuration files.

Table 2.1: Contents of the installation folder

Folders and files Contents

/config Configuration files

/doc Documentation

Ikeys Default localization of the files storing user’s private
and public keys and the GTLS public key

llib/ciel/cielicons.zip File with graphics used by TRMS

llib/cielitrms-ciel.jar Library file with TRMS

/lib/ciel Libraries used by TRMS

/lib Additional libraries essential for correct TRMS
operation (e.g. ANTS)

/resource Graphics files used by TRMS

/sampleconfig Exemplary configuration files for ANTS

/sampletooldesc Exemplary files describing tools

[scripts Scripts starting up an environment

Working directory. Default directory for temporary
and outcome files

File with hosts’ names and node numbers (used by
ANTS)

ANTS Library

/tmp

lantsnames.txt

ftrms.jar

2.3 Configuration files

The TRMS environment employs a number of configuration files that allows a user to
match the environment to requirements. All files are defined in the XML format.
Configuration files are localized in the config subdirectory (an exception is the ANTS
configuration file which is located in the script subdirectory). The config directory includes
the following files: GlobalConfig.xml, GTLSConfig.xml, ClientConfig.xml, TSConfig.xml.

The GlobalConfig.xml file should exist in every TRMS distribution. It contains setups
common for all TRMS’ components. Remaining files (GTLSConfig.xml, ClientConfig.xml,
TSConfig.xm) are used by individual parts of the TRMS environment.

The GlobalConfig.xml file includes the following XML tags:
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Table 2.2: GlobalConfig.xml file
TAG VALUE/ DESCRIPTION
DEFAULT VALUE
type_communication_with_gtls | tomcat/ants Type of communication with the GTLS

server.

level_debug user/administrator/developer | It specifies the range of messages displayed
on the screen.

encryption yes/no It switches on encryption during
communication. All components of the
TRMS environment must have the same
setups.

compression_message yes/no It switches on compression of files during
communication (it is useful with slow
networks )

enable_local_cache yes/no It switches on caching data on a local disk It

decreases frequency of communication with
GTLS server and databases.

time_delay_ping_to_gtls

(Integer) 1200

Frequency with that TS or client application
is communicated with GTLS server for
confirmations of its availability.

with_proxy yes/no YES in a proxy server presence.

proxy_host (IP lub url) The proxy server IP or URL

proxy_port (Integer) The proxy server port number.

proxy_user_name (String) User name for the proxy server, if it is
required.

proxy_user_password (String) A password for the proxy server, if it is

required.

Setups concerning client application are placed in the ClientConfig.xml file. This file
includes the following XML tags:

Table 2.3: ClientConfig.xml file

TAG VALUE/ DESCRIPTION
DEFAULT VALUE
gui_type simple/ts_manage/full It allows the administrator to hide some
functions of the client application and match
GUI with user’s requirements. The mode
simple (simplified GUI) is useful, if user has
access to searching out and launching tools
only. Remaining functions are reserved for an
administrator.
ip (URI) The GTLS Server's IP address and port
157.158.96.14:8080 number
nodeid (ANTS Node) The ANTS node number (It is used in case

when ANTS type of communication has been
chosen).

gtls_public_key_file

C:\TRMS\keys\gtls.cer

The certificate with GTLS server’s public key
localization.

dir_default_client_pair_secret_key | C:\TRMS\keys Localization of the file storing user’s private
and public keys.

dir_install CA\TRMS Target directory for client application.

dir_working C:\TRMS\work Working directory. Default directory for
temporary and outcome files

ants_config The nodeconfig.xml file localization. The script
directory is default localization

localANTS http://localhost:8080 The IP address on which the ANTS server has

to listen to incoming messages.

Setups concerning the GTLS Server are placed in the GTLSConfig.xml file. The
configuration file includes proper parameters for use of databases
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Table 2.4: GTLSConfig.xml file
TAG VALUE/ DESCRIPTION
DEFAULT VALUE

login User name for a database.

password A password for a database

url The database localization.

driver The database driver

gtls_pair_secret_key_file Localization of the file storing GTLS server’s private and
public keys.

dir_install C:\TRMS Target directory for GTLS Server installation.

dir_working C:\TRMS\work Working directory. Default directory for temporary and
outcome files

ants_config The nodeconfig.xml file localization. The script directory is
default localization

localANTS http://localhost:8080 IP address on which the ANTS server has to listen to
incoming messages.

Setups concerning a Tool Server are placed in the TSConfig.xml file. This file includes
the following XML tags:

Table 2.5: TSConfig.xml file

TAG VALUE/ DESCRIPTION
DEFAULT VALUE
ts_id (String) Name of a Tool Server. This name should be registered
in GTLS database.
ts_communication_type tomcat/ants Type of communication with the GTLS server.

ip

(URI)
157.158.96.14:8080

The GTLS Server’s IP address and a port number.

nodeid

(ANTS Node)

The ANTS node number (It is used in case when ANTS
type of communication has been chosen).

gtls_public_key file C:\TRMS\keys\gtls.cer | The certificate with GTLS server’s public key
localization.

ts_pair_secret_key_file C:A\TRMS\keys Localization of the file storing Tool Server’s private and
public keys.

dir_install CA\TRMS Target directory for Tool Server installation.

dir_working CATRMS\work Working directory. Default directory for temporary and
outcome files

ants_config The nodeconfig.xml file localization. The script directory
is default localization

localANTS http://localhost:8080 The IP address on which the ANTS server has to listen

to incoming messages.

3 QUICK TOUR

3.1 Login

The Login Menu enables a user to perform three basic operations: login to and logout
from the TRMS system, as well as safe closing of the client application.
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(0N Workflowe  ToolTask  Tool Server  User  Options  Administration  Help

e 97 HEG B E@E @
Lagout

Exit %

F o Wersion: 0145 (feb '09)
 Build: 125 (20040205 132967
*  Copyright (2) E-Colleg, CiEL. All rights resenved.

0040328 19:52:41: System ready

200402018 19:52:41: User login to system ...
EZO0K0ZME 19:59:47: UserJarek Magierajarek) logged

Fieachy

Figure 3.1: Login menu

3.2 Workflow

The Workflow Menu includes two items. The first one (Workflow) enables the user to
create a simple workflow through sequence launch of distributed tools in such a way, that
exit data of the first tool is input data for the second one. For this purpose a simple
graphic workflow editor is used. The second item (Tool invoke) is used for invocation of
remote tools.

Longirn U ToolTask  Tool Server  User Options  Administration  Help

§ orkflow & @ & E [ﬁ
s

ool invoke

Tt

F Werzion: 0145 {feb '04)
© Build: 125 (2000315 13:46)
”  Copyright {c) E-Colleg, CiEL. All rights resenved.

2000208 19:52:41: System ready

00RO 19:58:41: User login to system ...
EZO0K0ZME 19:59:47: UserJarek Magierajarek) logged

Fieachy

Figure 3.2: Workflow menu

3.3 Tool/Task

Invocation and management of tools, tasks, as well as workflows is possible through the
Tool/Task Menu. It comprises four items, which enable the user to add new tools and
effectively manage the registered tools. Depending on user’s own privileges, the user can
access a whole or a part of the Tool/Task Menu. Basically, a regular user can only
browse information about registered tools and remotely launch them (if he owns sufficient
privileges for launching these tools). Instruments for registration of new tools and suitable
configuration of tools registered are reserved for an administrator. More information on
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how to add a new tool, modify and delete registered tools one may find in section
Tool/Task — How to..?

Login  Workflose S Tool Server  User Options  Administration  Help

B T~ ) @O B@ @ =]
e B

T

F o Werion: 0145 (feb '09)
 Build: 125 (20040205 132967
" Copyright () E-Calleg, CiEL. All rights resenved.

2000208 19:52:41: System ready

ZO0H0ZME 19:58:41: User login to system ...
2O0H0ZM8 19:59:47: Usar Jarek Magierajarak) lagged

Ready

Figure 3.3: Tool/Task menu

3.4 Tool Servers

The Tool Servers Menu enables efficient management of Tool Servers. Four operations
are available: adding a new Tool Server, as well as deleting, browsing and modifying
parameters of registered Tool Servers. Depending on the user's own privileges a user
can access a whole, or a part of the Tool Servers Menu. Due to the security reasons,
most often the user owns privileges for browsing registered Tool Servers only.
Instruments for registration of new Tool Servers and configuration the registered ones are
reserved for the administrator. More information on how to add a new Tool Server, modify
and/or delete the registered one, can be found in section Tool Servers — How to..?

Login  Workflowe  ToolTask Uszer Optiohs  Administration  Help

#BT (@ @ ©O @ =)
s
-

T

F o Wersion: 0145 (feb '09)
 Build: 125 (20040315 13:96)
= Copyright (2) E-Colleg, CiEL. Al rights resenmved.

2O0H0Z08 19:52:41: System raady

200403218 19:52:41: User login to system ...
2004038 19:59:47: User Jarek Magierajjarek) logged

Ready

Figure 3.4: Tool Server menu
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3.5 Users

Management of users is realised through the Users Menu. It comprises seven items,
which enable proficient management of new and registered users and their privileges.
Depending on the user own privileges the user can access a whole or a part of the Users
Menu. Basically, a regular user can only browse information about other registered users
and their privileges. Instruments for suitable configuration of users’ accounts and their
membership in a proper group and an institution are reserved for the administrator. More
information on how to add a new user, modify and delete the registered ones one can
find in section Users — How to..?

Login  WWorkflowe  ToolTask  Tool Server Options  Adminiztration  Help

#BT Ha | @ e
A
oty
Remove
Institution )m
ity
Remove %
e —

F Version: 0.14.5 (feb '04)
Build: 125 (20040315 13:45)
Copyright () E-Calleg, CIEL. All rights reserved.

200403018 19:58:41: Systern ready

200403018 19:58:41: User login to system ...
200402302 19:50:47: User Jarek Magierafjarek) logged

Ready

Figure 3.5: User menu

3.6 Options

The Options Menu includes four items. The User configuration item enables suitable
configuration of the client application through setup of proper parameters determining
cooperation with the GTLS server and Tool Servers. The User profile item displays
complete information about the logged user. The Look & Feel item allows the user to
change an appearance of the client application. The Close all Windows item closes all
opened windows.

Login  Workflowe  ToolTask  Tool Server  User BeIGEGEN Administration  Help

{3} Ci:: &l @ g User configuration
E Uszer profile

Tt

F Werzion: 0145 {feb '04)
© Build: 125 (2000315 13:46)
”  Copyright {c) E-Colleg, CiEL. All rights resenved.

2000208 19:52:41: System ready

00RO 19:58:41: User login to system ...
EZO0K0ZME 19:59:47: UserJarek Magierajarek) logged

Fieachy

Figure 3.6: Options menu
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3.7 Administration

The Administration Menu allows the user a suitable configuration of the GTLS server
that is the main component of the TRMS. It enables looking after the users' activity and
the availability of Tool Servers. The Administration Menu includes the following four
items:

= GTLS configuration - for GTLS management (proper privileges are required)

= TS sessions - shows information on currently active and used Tool Servers

= User sessions - identifies users currently logged to the system.

= Log - enables access to logs with information on users and Tool Servers' activity.

Login  Workflowe  ToolTask  Tool Server  User  Options  REGEGT

{3} ? & @ & E E TLS configuration

GTLS adminiztr ation

@ TS sessions

& Uzer sessions

F o Wersion: 0145 (feb '09)
 Build: 125 (20040205 132967
*  Copyright (2) E-Colleg, CiEL. All rights resenved.

0040328 19:52:41: System ready

200402018 19:52:41: User login to system ...
EZO0K0ZME 19:59:47: UserJarek Magierajarek) logged

Fieachy

Figure 3.7: Administration menu

3.8 Help

The Help Menu allows access to two items. The first one (Help) is the simplified version
of the current manual; the second one (About) includes information about version and
copyright.

Login  Workflowe ToolTask Tool Server  User  Options  Administration

SRET 26 QG B@E @

About

F Werzion: 0145 {feb '04)
*  Build: 125 (20040315 13:46)
Copyright () E-Colleg, CiEL. All rights reserved,

ZO0H0ZME 19:58:41: System ready

ZO0H0ZME 19:58:41: User login to system ...
2O0H0ZM8 19:59:47: Usar Jarek Magierajarak) lagged

Feady

Figure 3.8: Help menu
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4 LOGIN TO TRMS

4.1 How to login to TRMS?

The Login operation to the TRMS system is indispensable. To log in, one has to make
the following steps:

Open the Login Menu and choose Login item

(0N Workflowe  ToolTask  Tool Server  User  Optiohs  Administration  Help

e 37 EHEG A E@ @
Logout

Exit

F o Wersion: 0145 (feb '09)
 Build: 125 (20040315 13:96)
= Copyright (2) E-Colleg, CiEL. Al rights resenmved.

2O0H0Z08 19:52:41: System raady

200403218 19:52:41: User login to system ...
2004038 19:59:47: User Jarek Magierajjarek) logged

<

Ready

Figure 4.1: Login menu

Point at location of the file with one’s own pair of keys.

Import of user keys
Look e |ﬂhbn '| @”E@E

Cevs
D labo cer

D labo keystare

Fils Mame: [isbn kevsices |

Fies of Type: | AllFiles -

% Chaooze || Cancel |

Figure 4.2: Choose file window

Enter access password to the file.



TRMS User’s Manual Vers. 2004-11-18 15

Import of user keys

Enter password access to store of keys

password ||"s|n|nn

Figure 4.3: Enter password window

If password and file location are correct corresponding message will appear.

Information

Keys are imported with success

Figure 4.4: Message box

Enter the correct authentication credentials.

Login to GTLS

Enier login name and password

G
Peesiind

Figure 4.5: Enter credentials window

Now, you are logged to the system. All bookmarks are available. The right message is
displayed.

Login  Workflowe  ToolTask  Tool Server  User  Optiohs  Administration  Help

SGET @ O E@E &

| *

F o Wersion: 0145 (feb '09)
 Build: 125 (20040315 13:96)
= Copyright (2) E-Colleg, CiEL. Al rights resenmved.

2O0H0Z08 19:52:41: System raady

200403218 19:52:41: User login to system ...
2004038 19:59:47: User Jarek Magierajjarek) logged

<

| | | |Readv

Figure 4.6: Main window
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5 WORKFLOW -HOW TO ...?

5.1 Create a new workflow

The Workflow Menu allows the user to create a new workflow. Open the Workflow
menu and select the Workflow item. A new window with a graphic workflow editor will be
displayed.

Login & UM ToolTask  Tool Server  User  Options

&)
Ton

F Wersion: 0.14.5 (feb '04)
© Build: 125 (20040325 13:45)

Figure 5.1: Workflow menu

The workflow designer window includes two bookmarks: Designer and Main info. The
Main info bookmark allows a designer to enter general information of the created
workflow.

Info
Wersion
Heywords

Consumer

[ @ Export ][ é Import ] @

Figure 5.2: Main info bookmark

The Designer bookmark displayed below includes two blocks start and stop, which
represent beginning and the end of the designed workflow. Each new block will be

inserted between them and represents a task. Click on the Add new block Dl button.
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¢ Designer || hain info |

»o/ml =] D <> W

#

START

» i

STOP b |

b

ik Export & Import % Actualize

Figure 5.3: Designer window

A new block appears in the designer window.

Designer | hiain info |
»nm & <

v

= e

Figure 5.4: Adding a new block

The user can declare a new task represented by the block in two ways. The task can be
imported from the earlier prepared XML file or just created ad hoc.

Import the task

Click on the Import button. A new window appears. The Select file window allows the
user to select location of a task file. Next, click on the Choose button.

ﬁ‘anlcct file ﬁl

oo [t SlEIGE]: E
[ bmp2ipn ts1 semi |D scenario2_ts1 _vhdlp sl [y seenarioos _teloesl
D =cenariol0_ts5_update sml D zeenatiol2_ts_aroz,xrd D soerancls_tsS_com
[} scensriont tsiocat_notepad sinl [ scenario03_tst xml [y wworktiow_sut o

D scenariol2_ts xml D scenanol3_ts14_vsim2 xml D workflow_sut_smts,
D seenariol2_1s14_veom2 eml D seenatiol3_tsl _whdle xml D workflow _sul_arts |
D seenariol2_ts1_helpxml D seenariol3_ts_aros D wworkflow_sut_fie s

Fielame:  [orpZipg_tst xmi |

Fies of Type; | AllFiles ~|

Lance

[den selected e
Figure 5.5: Choose file window
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The task has been imported.

Create the task

]
If one wants to create/declare a new task, click on the Edit block if button or double
click on the block. A new window appears. The same window is used for tool invocation.
The detailed description on filling in all fields is available in section 5.3 Launch a tool.

e — o

Local tool

Infa |

main info | parameters | input | output

Keywares | E@ |

‘Working directory | |

Tool

Actuslize

Command linc]

=Actuzl command lines=

or | & o [ &ror]

Figure 5.6: Edit task window

When the task is imported or created, the user has to update parameters of the
imported/created task. This process checks correctness of the task configuration. TRMS
verifies all parameters essential for a successful tool invocation. Click on the Actualize
button.

'ﬁ-}#urklinw

P = DA =5 7|

-

D 2 sy s 2 L] 20

Figure 5.7: Designer window

The user can also modify any time task settings by clicking on the Edit block W button.
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.
Infa | image converter | |Losalton
min info |{ parameters | input | output | sto output | st error output
Loty Il ||= | A
| source il | 11 _neme mp =] o

2 source

Comtnand line]

o toolsbrp2ipg exe B0 file_name brap

[ Clear ]I[ ﬁ Export ]I[ & Impart ]

Figure 5.8: Edit task window

If all parameters are correct the task can be run. Click on the Run selected tool m
button.

€8 workflow E X
(o] v ][] [ el |}]||

Figure 5.9: Workflow window — run task

The end of the task operation is indicated by a green light at the light controller. If the
user wants to add more tasks to the workflow he repeats the action of adding a task.

Pl = |[Bim €5 s

—  reorcarsees

Figure 5.10: Workflow window — the end of task operation

The created workflow can be saved as an XML file. Click on the Export
button and select a proper location.
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5.2 Launch aworkflow

The Workflow Menu enables the user to import and launch prepared workflows. Open
the Workflow menu and chose the Workflow item. A new window with the graphic
workflow editor appears.

Login ToolTask Tool Server User Options

Tool invoke l%

F Wersion: 0.14.5 (feb '04)
" Build: 125 (200H0ZM5 12:45)

Figure 5.11: Workflow item

Click on the Import button in the workflow editor window.

L3

il

@ s |

|

Gl [<][>] W&

Bl s

=

% I I 2E ek
—= Import workdlow skl =

Figure 5.12: Workflow designer window

Choose a file with the earlier prepared workflow.

E|

Laak Ir ||j scenario = | = ﬂ‘ o3| (B85 o=
|_t=1 =l D scenariol2_ts1_vhdlpxml D scenariold_tslocal_notepsad =ml
00_ts5_update.xml D soensriol2_ts_aros.xml D soenariols_ts5_commit.xml
01_tslocal_notepadd xml D scenariol3_ts1 xml D weorkflow _sut xml

02_ts1.xml D scenariol3_ts14_vsim2 xml D weorkflow _sut_ants.xml

02_ts14 _vcom2 xml D scenariol3_ts1_vhdle xml D weorkflow _sut_ants _cemoxml
02_tz1_help xml D scenariol3_ts_aros.xml D weorkflow _sut_fte xml

4] [

File Marme: [warkfiow_sut_ants_demo.xmi |

Files of Type: ‘AH Files = ‘

cf
en selected file

Figure 5.13: Choose file window

The workflow is imported. Now, click on the [1 button to execute the workflow.
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x|
o [<][>] W&l

warkflow

@ T84
, [157.158.97.5]
START ? ?
cvsupdate

, [157.158.97.14]

155

’ [147.158.97

vcom2

D

Figure 5.14: Imported workflow

5.3 Tool invocation

Tool invocation is realised through the Workflow Menu and selection of the Tool invoke

item.

TookTask Tool Server L

LF Toal i

Figure 5.15: Tool invoke item

A new window with details will be displayed on the screen. Now, click on the @

button.

O
Infa | | |Lecaltod
main info | parameters ” input || output || gtd output H st error output
Heyweoris |

Working directory |

Tool

tsene [ ] fenesets

[ Choose ] Toal infa ‘

—

Avallable TS
Actualize
Cormrand line]
=tctual command line=
o 8 oo & vwer)

Figure 5.16: Tool invoke window
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After activation of this item a proper searching window will be displayed. Tool name and

keywords can be entered as the attributes of a searched tool. Next, press the

button. The result of searching will be displayed as a table. If no attributes are given then
all tools currently registered in the TRMS database will be displayed.

Marne |
Keyvards
(}) Tool

C' Task
C' Wikl

[ C% Search H Cloze

Figure 5.17: Search window

When the user wants to launch a local tool in the "Invoke editor" he must select the "Local
tool" then the tool will be invoked on the local machine without using a remote Tool
Server. He must put the "path", the "working directory” and also the "value of the
parameter". The fields: the name/description" and the "name of parameter" are optional.

Note that "the definition of the local tool" one can also export to a XML file (the optional
fields will be also exported).

Mame

Info Local tool

localtool | std output | std error output

Path

Working directory
N
«
=

[Comrmand ling]

=Actual command line=
T T BT

Figure 5.18: Local tool invocation window

The table consists of five columns which give the user basic information of the tools
registered in TRMS. Data in Name and Keyword fields can be used for searching a tool.
The other fields include info of tools, their location, as well as availability. Mark the

searched tool and click on the button. A proper window with details appears.
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Mame Info Keywords Mame TS | Availabl.. |

7z 7-Zip iz a file archiver IP, CAB, RAR, A TS [v
acdzes_Manuel to fill in acdses_Manuel TSTO [
art kuba [

2 image converter brmp2ipg 151 [s]
creste fie 155 V]
cvstrms ovE CvE 155 [
cvsupdate CVE CYE T35 [v]
dir = Ld
dir pf1 dlir notebook TS6 ]
et files Getting the files from Tool Ser... det file Arosd [
ovim vigwer gvim, vieww T31 [v]
i _17 virm wim TE17 [
ipconfig IP configuration of Arosd Arozd ]
icanfig? 155 V]
[afeesalia] jmage converter JpuZhmp 31 [
ke _ping kuba [
laplacien_Matel to fill in laplacien_Manuel  (TSTO |
map Part of ISE 6.1 Arnsd ]
netgen part of ISE 6.1 Arosd [
netstat Shows the state of the netwo... network state inte...|Aros4 ]
ngyclbilcd Patt of ISE 6.1i Arozd [
no23 player g avan T=17 ]
notepacd text edtor txt, notepad LOCAL_TS ] >
O Choose |I Close |I

Figure 5.19: Search result

In this example the bmp2jpg tool was chosen. It makes a picture conversion from bmp to
jpg standard. In a new window the user can see Name of the tool and its Version. TS
name informs on which Tool Server the tool is installed. Clicking on the Check TS button
the user can check if this Tool Server is available.

R :
o | | |Losaitoo
[ to | porameters [t output | td utpt | st error oyt
versen [ |
Keywords \ |
WWorking cirectory | |
[ Toal
. Talinfo) | image converter [3 Ayailable TS
[Command line]

o toolstompZipg.exe ‘

[ Clear ]l[ i Expart ]l[ & Irport ]

Figure 5.20: Tool invocation menu

The Parameters bookmark enables the user to specify parameters required for a correct
tool invocation. Each parameter added by the user is visible in the command line
displayed in red. With this command line the tool is remotely launched at the Tool Server
side.

-l o

Local tool

Infa |

main info | parameters 1 input || output H st autput || st error output

| quaity || [0 i
[ source il || tie_name omp ey
£ source
£ i bd
Command ling]
o toolsbmp2ipg exe 80 file_name.bmg

Clear ik Export it Import voke Cancel
[ ) )

Figure 5.21: Parameter bookmark
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The Input bookmark shows location of the source file that will be sent to a remote tool.
This parameter was entered in the Parameters bookmark.

0
Info | | Local tool
\ main info ” parametarsl input | autput H std output H st errar ﬂulput\
Choose Path on Cliert Pathon TS Recursive Reguired
|cDocumerts and SettingsiarekiMoje dokume... |<Default path= | [ | [l

Command ling]

o toolsbmp2ipg.exe 80 Obrazl jpg

= el in]

Figure 5.22: Input bookmark

The Output bookmark allows the user to specify a destination directory on the client side
where the result of operation will be saved. Define default path and click on the Edit
button. A new window will be displayed on the screen.

N — X
[ W ‘ | |Losatont
main infa || parameters | input | output | st output | std error output |
Choose Path on TS Path on Client Recursive Required
O |<Default pathi= o | 0O | 0O

Command line]

dtools\bmpZipy. exe 80 Obrazt jpg

= Lielie)

Figure 5.23: Output bookmark

Enter required location and click on OK button.

Source filefdirectory on TS

Destination directary on Clisnt
k. (=l

|:| Recursive copying directory

Required

Figure 5.24: Destination directory window




TRMS User’s Manual Vers. 2004-11-18 25

Now, the user can launch the tool. Click on button. The user’s request will be
sent to the Tool Server. Tool invocation parameters, may be saved with the use of the

button. In a new window the user can enter the localisation where parameters
will be saved as an XML file. The saved file is described as a task and it includes
complete list of parameters essential for the correct tool invocation. Later, the user can
reuse the saved file for the same tool, as often as he wishes.

6 TOOL/TASK-HOWTO ?

6.1 Add anew tool

In the first place each tool jointly used in the TRMS, has to be registered in the Global
Tool Lookup Service's database. After opening the Tool/Task Menu the Register item
should be chosen. Below, a proper dialog window is shown.

() Tool
() Task

(1 wWiark oy

[ |:1 Creste H Cancel

Figure 6.1: Choose window

Choose the Tool and click on the button.

Main infa | Description | Parameters | Input | Output | Transfer

MNate of tool “er. of XML description
“Wersion of tool Date of XML description
Into

Hiespweords

Patt
TS name P
[Command line]
s
-

Figure 6.2: Main info bookmark

All fields should be filled in following the labels. The tool location in the file system could
be chosen by means of the FileChooser window. The Tool Server that serves registering
tool can be selected only from the Tool Servers currently registered in the GTLS’s
database. In this purpose click on the Choose button and check the available Tool
Servers. Additionally, the dialog window includes fields with version of tool's XML
description and date of its creation. At the bottom of the dialog window the command line
that will be used for launching the tool is displayed in the red colour.
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The Description bookmark allows the user to add a short description of the registered
tool.

r' Main itifio rDescription I/Ps[ram_efe_rs I/'Inpiut-, I/QHTFJ_U_'- rTrs[nsfer |

ool descrip‘fionl

Figure 6.3: Description bookmark

The tool can be launched with many characteristic parameters. The bookmark
Parameters provide a possibility to declare them. It enables the user to specify the name
of a parameter, a position in the command line, a type of the parameter, default value and
its description. The user can also declare whether the parameter is required or can be
changed while it is being invoked. Parameters only defined in this bookmark will be
available for other users. This way, access to the tool can be limited to the registered
user. Click on the Add button in order to add a new parameter. A new dialog window will
be opened.

Main info | Descrigtion | Parameters | jnout | Cutput | Transfer

Position | Marme Type parameter Prefix Default value Description Required Mot change | Multiple
[Command line]
~
-
(8 o J_coee

Figure 6.4: Parameters bookmark

Fill out all fields in accordance with labels. The Position field defines on which position in
the command line the parameter will be added during tool invocation. The Type field
defines a type of added parameter and must be chosen from the existing list. If parameter
must be added to each invocation mark Required. If parameter can not be changed
during tool invocation mark Not change.
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Marme | | Posttion EI
Type | V| 8 [#] Reduired
Prefix | | I:‘Not change
Default value | | DMunipIe l:l
Description
Cormmand line]
(2 o J[_cese |

Figure 6.5: Add a parameter window

Mame | o
Type v = i
Text parameter
Predfi R
Tt Mumber D
=tault value |glENEREGEES D b
ithout value
scription Selection parameter

Figure 6.6: Type of a parameter list

The user finishes editing parameter clicking on OK button. After edition a proper number

of parameters user saves them in GTLS' database clicking on button. This
way, a new tool registration has been ended.

Main infa || Description | Parameters | input | Output | Transter|

Postion | Mame Type parameter | Prefix | Default value Descrigtion Required | Mot chahge | Multiple

1|part Text parameter ] ]

2 File Mame  File parameter

[ Remove ][ Add ” Ediit ]

[Command line]

‘ nn - |
=T =]

Figure 6.7: Parameters bookmark

6.2 Modify a tool

This mechanism allows the user to modify tools' characteristics registered in the TRMS
database. Open the Tools menu and select the Modify item. After activation of this item
a proper dialog window appears. Tool name and also Keywords can be entered as the
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attributes of the searched Tool. Next press the button. The result of

searching is displayed in the table form. If the user enters no attributes, all tools currently
registered in the TRMS' database will be displayed.

Mame | |

Heywords

(%) Toal
(:) Tazk

(:) Workflowy

[ {% Search ” Cloze

Figure 6.8: Search window

The result of searching is displayed as a table. The Name column shows tool's name as it
was registered in the TRMS. The Info column contains short tool description. The
Keywords column includes words which are characteristic for this tool. The Name TS
column gives the user information of the tool location and Available TS indicates that the
Tool Server is currently available. Tool name as well as keywords could be used for
searching the tools registered in TRMS.

Tool name Toal infa Keywoards Mame TS Available. ..

bimp 2y

[ '@ Refresh] [New zearch ] [ @ Details ” Cloze

Figure 6.9: Search result

Mark the selected tool and click on the |2 ¥t | pition. A new window with additional
bookmarks appears. All fields are available for editing. In a similar way, as in the case of
new tool registration, one can change attributes of a tool.

6.3 Remove atool

This mechanism allows removal of tools registered in the TRMS database. Open the
Tools menu and select the Remove item. After activation of this item a proper dialog
window is displayed. Tool name and also Keywords can be entered as the attributes of

the searched Tool. Next, press the button. The result of searching is
displayed in the table form. If the user enters no attributes, all tools currently registered in
the TRMS' database will be displayed.

Mame | |
Heywords
(%) Toal
(:) Tazk

(:) Workflowy

[ {% Search ” Cloze
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Figure 6.10: Search window

The Name column shows tool's name, as it was registered in the TRMS. The Info column
contains a short tool description. The Keywords column includes words which are
attributes for this tool. The Name TS column gives the user information of the tool
location and Available TS indicates that Tool Server is currently available. Tool name as
well as keywords could be used for searching for tools registered in TRMS.

Tool natne Toal info Keyweards Matme TS Available...

hinp2jpg

[ %‘ Refresh] [ Mewy search ] [ ﬁ' Remo@[ Cloze

Figure 6.11: Search result

Mark a chosen tool and click on the button. You will be asked for confirmation
of operation. Click Yes button.

Retmove selected tem?

es el

Figure 6.12: Confirmation window

The chosen tool has been deleted from the GTLS database. System will display a
suitable message.

% Operation remoye done

Ok

Figure 6.13: Info box

6.4 Browse registered tools

This mechanism allows a user to lookup for tools currently registered in the TRMS. Open

the Tools menu and select the ?EHDW item. After activation of this item a proper
dialog window is displayed. Tool name and also Keywords can be entered as the

attributes of the searched Tool. Next, press the button. The result of search is
displayed in the table form. If a user enters no attributes, all tools currently registered in
TRMS' database will be displayed.
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Marne |

Keyvards

@ Tool
(:} Task

OWDrkﬂDW
’ C& Search ” Cloze

Figure 6.14: Search window

The Name column shows tool's name as it was registered in the TRMS. The Info column
contains a short tool description. The Keywords column includes words which are
characteristic for this tool. The Name TS column gives the user information on the tool
location and Available TS indicates that Tool Server is currently available. Tool name as
well as keywords could be used for searching the tools registered in TRMS.

Tool name Tool info Keywards Mame TS Available...

image converter bimp2jog

[ @ Refresh] [ Mewy search ] [ @ Dt ailz ” Cloze

Figure 6.15: Search result

If one wants to browse detailed information on the tool, that was found, one has to mark

the right user and click on the @ et | button. A new window pops up. More
information on the contents of this window one can find in section How to add a new
tool?

7 TOOL SERVER -HOW TO...?

7.1 Add anew Tool Server

Each Tool Server jointly exploited in the TRMS has to be registered in the Global Tool
Lookup Service's database. After opening Tool Servers menu, the Add item should be
chosen. Below, a proper dialog window is showed.

ove ToolTask BEEEESEEEETE User  Optiohs  Adminis

BT ( E @ B
oty

Remave %

2754 Connecting with GTLS [host: 157 15897 . 14:2020]...
20:27: Connecting with TLE [host: 157 159897 . 1<4:2020]...

Figure 7.1: Tool Server menu
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All fields should be filled in following the labels. The Tool Server Name is a registered
name of the Tool Server in the database. The Type communication field allows an
administrator to choose a type of communication used by the specific Tool Server.
Tomcat communication or ANTS communication types are available. The IP field
determines IP and the port number utilised by Tool Server. The Expired field comprises
expiry date. The Read Public Key allows the user to take Tool Server's public key from a
certificate file and record them into the GTLS database.

Main info | ANTS || Groups |
Tool Server Matme || |
Type comtmunication | V|
PofTs | |
E:xpired | | [ Read Public Key ]
Description
Save Cancel
Figure 7.2: Main info bookmark
Type communication ht
AMTS communication
IPof TS __—
Tomeat cammunication
Expired | | Read Public Key
Deszcription

Figure 7.3: Type of communication list

The ANTS bookmark enables the user to specify Node Id for the registered Tool Server.
Node Id is indispensable when ANTS is chosen as the type of communication.

| Main infu:|| ANTS | Groups |

Mode Id
AMTS Status

Figure 7.4: ANTS bookmark

Groups bookmark allows the user to define who can access to the registered tool server.
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| Main info | &NTS | Groups

Mame TS Permizsion Level

Remave Al Wiy

Figure 7.5: Groups bookmark

Click on the button. A new window appears. The user can enter the name of
the required group. If the user provides no group name, all groups currently registered in
the TRMS' database will be displayed.

Marne | | |

Description | |

Figure 7.6: Search window

Mark the required group or role and click on the [E button. A new item in the Group
bookmark will be added.

Matne Description

aa? a8

Acdrmin_IF X Administrator of IFX

Adrin_ITE Administrator of ITE
5 A, ar of SBS

Adnin_SUT Administrator of SUT

At _TO Administrator of TO

Adnitn LGP Sdministrator of LGP

(=] c

EColley_Partners Fole for all patners

Manage_GTLS_Admin  |Admin for GTLS has permissions for all operation i ...
Manage_GTLS_Modify  |Manage GTLS for modify
Manage_ GTLS VWstch  Permizsion for watch

Role_Adrin PertrissionData for GTLS adnit
Fole_Edit PertissionData for modify
Role_lnvoke PertrissionData for invoke
Role_Watch Pertnission for watch

(6 oome]_oee ]

Figure 7.7: Search result

The user can repeat this action several times for adding all required groups and roles.
Next, click on TS Permission Level for each group and role, and select an adequate
level.
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[(Maininfe || ANTS | Groups

Marne TS Permission Level |
Aclit_SUT ZANhEE - bl
Rolg_l_n@fnke <hohes=
weatch
invoke
exclit
administrator

LUl Remaove || Add || Wignn i
Unda | Save || Cahcel |

Figure 7.8: Permission list

If you want to browse detailed information of the granted privileges you mark appropriate

group or role and click on the |__¥®* __ putton. A new window with two additional
bookmarks appears.

" Permizsion |

Mame Fole_lnvake

Descriptionn PermissionData for imeake

Figure 7.9: Permission bookmark

7.2 Modify a Tool Server

This mechanism allows the user to modify the attributes of the Tool Servers which are
registered in the TRMS database. Open the Tool Server menu and select the Modify
item. After activation of this item a proper dialog window will be displayed. Tool Server
Name and also Tool Server IP can be entered as the attributes of the modified Tool
Server. Next, press the button. The result of searching is displayed as a table.
If the user enters no attributes, all Tool Servers currently registered in TRMS' database
will be displayed.

Tool Server Mame

Toal Server IP

[ C% Search H Close ]

Figure 7.10: Search window

The result of searching is displayed in the table form. The Name column shows Tool
Server's name as it was registered in the TRMS. The Description column contains a
short description. The Valid until column includes the expiration date for this Tool Server.
The IP column gives the user information of Tool Server location in the network and
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Available indicates that Tool Server is currently available. Tool Server Name, as well as
Tool Server IP could be used for searching the tool servers registered in TRMS.

Marne | P [ walicl urtil Description [ Awvailable
Arozd 11488118995 | (%86 machine with B00MHz Athl... | [v]
BOE 157 .158.97 14:8080 CiEL D
ITE1 145.51.159.95 |ogorg ]
jarek 5054 33 200 |
Kbz 14881128223 |SUN maching Processor, 443 M. @_
LOCAL_TS 127.0.041 Local T3 ]
LOCAL_TS_TOSA [127.001 TOSA TS D
FF1@Home 10.2.1.209 PF ]
th_test sddd dolct ]
T= Mandrake 1021210 Mandrake 9.2 D.
T=1 157 .158.97.14:8080 CiEL-Tomncat D
=14 157.158.97.14 CiEL-Srts ’E
=17 157 158.97 178080 WS- A THLOM D
TE3 157 .158.97.3:6580 CiEL D
=4 157 .196.97.17.6080 CiEL D
TS5 157 .156.97.5:5050 PF (in2000) @
TS6 1457 .156.97 .6:5550 | PF (2P} D
TS 157.156.97.14:60 CiEL D
TSExample 255 255,255 2558080 TEExample D_
TSTO [1400.120.155 \Thales Optronigue TS [}

| @ Refresh| | Mewy search | | @ Detailz || Close |

Figure 7.11: Search result

Mark the chosen Tool Server and click on the | @ 228l | hition. A new window with
additional bookmarks pops up. All fields are available for editing. In a similar way one can
change other attributes of the Tool Server.

Wi info | ANTS | Groups |

Tool Server Name |Aros4 |

Type communication | ANTS communication - |

IPof TS [199.51.15985 |

Expired | Read Public Key |

Description  x86 machine Wrth B00MHZ Athlon processor 2‘5‘5 .MB RAM and MS \;\nndowséobﬂ \Hs‘t

Figure 7.12: Main info bookmark

7.3 Remove a Tool Server

This mechanism allows the user to remove the Tool Server registered in the TRMS
database. Open the Tool Server menu and select the Remove item. After item activation
a proper dialog window will be displayed. Tool Server Name and also Tool Server IP can

be entered as the attributes of the removed Tool Server. Next, press the M
button. The result of searching is displayed in the table form. If the user enters no
attributes, all Tool Servers currently registered in the TRMS' database will be displayed.
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Tool Server Name | |

Toal Server P | |

Clear | & Search || Cloze |

Figure 7.13: Search widow

The search result is displayed as a table. The Name column shows Tool Server's the
name as was registered in the TRMS. The Description column contains a short
description. The Valid until column includes the expiration date for this Tool Server. The
IP column gives the user information of the Tool Server location in the network and
Available indicates that the Tool Server is currently available.

Mame | P | valdurtil | Description | available |
TS14 157.155897 14 CIEL-Ants @
| @' Refresh| | Mew: zearch | | i Remove || Cloze

Figure 7.14: Search result

Mark the chosen tool server and click on the | T Remave | button. You will be asked for the
confirmation of operation. Click on Yes button.

Retmove selected tem?

es Mo

Figure 7.15: Confirmation box

The chosen tool server has been deleted from the GTLS database. System will display a
suitable message.

’% Operation remoye done

I

Figure 7.16: Info box.



TRMS User’s Manual Vers. 2004-11-18 36

7.4  Browse registered Tool Servers
This mechanism allows the user to browse Tool Servers registered in the TRMS

database. Open the Tool Server menu and select the Bl stow item. After activation of
this item a proper dialog window will be displayed. Tool Server Name and also Tool
Server IP can be entered as the attributes of searched Tool Server. Next, press the

Mbutton. The result of searching is displayed in the table form. If the user enters
no attributes, all Tool Servers currently registered in the TRMS' database will be
displayed.

Tool Server Marme | |

Tool Server IP | |

Clear | £ Search || Close |

Figure 7.17: Search window.

The search result is displayed as a table. The Name column shows the Tool Server's
name as it was registered in the TRMS. The Description column contains a short
description. The Valid until column indicates the expiration date for this Tool Server. The
IP column gives the user information of the Tool Server location in the network and
Available indicates that the Tool Server is currently available.

Marme P Walicl urtil Description | awvaiable |
TS14 157 15897 14 CIEL-Ants ]
| @ Refresh| | Mewy zearch | | & Detailz || Cloze

Figure 7.18: Search result

If one wants to browse detailed information of the found tool server, one marks the

appropriate one and clicks on the | © osaks | putton. A new window appears. More
information about the contents of this window is available in section How to add a new
Tool Server?

8 USERS-HOWTO...?

8.1 Browsing registered users
This mechanism allows the user to lookup for other users who are currently registered in

the TRMS. Open the Users Submenu and select the @ o Show item. After
activation of this item a proper dialog window will be displayed. Login, name and also
surname can be entered as the attributes of the user searched for. Next, press the

M button. The search result is displayed in the table form. If the user enters no
attributes, all users currently registered in the TRMS' database will be displayed.
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Login name |Iab0| |

Marme | |

Surname | |

Figure 8.1: Search window

The Login column shows user's login as it was registered in the TRMS. The Name
column contains user's name. The Surname column shows his surname. These three
elements could be used for searching users registered in TRMS.

Logik | Marne | Surnarme
Iako |Laboratory |cIEL

New search| ' Dretailz

Figure 8.2: Search result

If one wants to browse detailed information on the found user then the appropriate one

needs to be marked. Click on the | @ Betal | putton. A new window with three additional

bookmarks is available. The Main Info bookmark includes basic information on the
registered user. All displayed information can be read but not modified.

Password = Expiredt 2004-03-28 |
Confirm passyward  [*** | Fead Public ey |
Mame Laboratory Info |\_falid |

Figure 8.3: Main info bookmark

The Groups bookmark shows an extent of granted permissions. The table consists of two
columns. The first one contains name of the granted privileges. The second one contains
description of the granted permissions.
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Mame | Descrigtion
Role_|nvoke PertrizsionData for invoke
Fole_\MWatch Pettmizsion for weatch

Figure 8.4: Groups bookmark
The Institution bookmark shows to which institution the registered user belongs.

WETT] |cie| |

Description |CiEL - Glivwice

Figure 8.5: Institution bookmark

8.2 Add anew user

At the beginning each user, who wants to use TRMS, has to be registered in the Global
Tool Lookup Service's database. After opening the Users submenu, the Add item should
be chosen. Below, the proper dialog window is shown. All fields should be filled in in
|accordance with labels. The User's Public key is read from a certificate file. Click on the

Read Public Key

| button. The File Selection window will be displayed. Enter the
location of the file comprising the user certificate. The public key will be loaded. Fields
with the expiration date and info will be filled in automatically by the system.
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Login |
Paszword Expired | |
Confirtn pazssword | Read Public Key |
IHame Infa |Inva|id |
SUrname

Figure 8.6: Main info bookmark

The Groups bookmark is used to specify user permissions. The table consists of two
columns. First column contains a name of a group, while the second one contains a
description of a granted permission. Click on the Add button and the Group search
criteria window will be opened. You can enter the searched name or the description. If
the user enters nothing, all accessible groups will be displayed.

MNarme | Description

Group search criteria 1'

Iame
Description

Clear &R Search Close
Unclo | Retnoye | | Al | | A e |

Figure 8.7: Search group window

;

Mark the searched group and press the [ hesse lbbutton. The chosen group will be

added. You can repeat this action several times. Finally, click on the Sites button
that closes the window.
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Mame | Description

&8 EE)

Adrnin_IFx Administrator of IFX

Admin_ITE Administrator of ITE

Admin_SBS Administrator of SBS

Admin_SUT Administrator of SUT

Admnin_TO Administrator of TO

Adinin_LGP Admminiztrator of UGP

ECnIIeg'_F‘ar‘tners
Manage_GTLS_Adknin
Mansge_GTLS_Modify
Mansge_GTLS Watch
Rale_Admin

Role_Eclit

Rale_lnvoke
Fole_Wwatch

Role for all parthers

Admin for GTLS has permissions for all operation i ...
fanage GTLS for modify

Permizzion far watch

PermizsionData for GTLS admin

PermissionData far modify

PermizsionData for invoke

Permizzion far watch

Mesae gearch

| G Choose || Cloze

Figure 8.8: Search result

This way, one can define permissions that will be possessed by the added user. If you
want to delete some registration, you mark it and click on the | @ Remove | button. The

Wiy

task constitutes writing of data into the GTLS database. Click on the

rr-{lajq‘hfo' r Groups r'hsﬂtinid:n_‘

button enables viewing of marked permissions in the new window. The last

2 | button.

hame

Description

EColley_Partners
Fole_lnvoke
Fale_#stch

\Rale for all partrers:
|PermiszionData for invoke
Permizzion for watch

Remoyve | | Aclel

Wign

| Save

Cancel |

Figure 8.9: Groups bookmark

The Institution bookmark allows the user to assign the institution name where he is
employed. We proceed just as in case of user permissions. One can enter the searched
name or the description. If the user enters nothing as a Name or Description all
accessible institutions will be displayed.
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Institution |
Institution search criteria =
ETE |: = |

Dezcrigtion |: Maine |
Descrigtion

Clear R Search Cloze hoose || Wiy |

Figure 8.10: Search institution window.

Mark the proper institution and click on the ﬂ button. You can choose one only.

The last task is writing data into the GTLS database. Click on the button. This
way, you have completed registration of the new user in TRMS.

Marme | Description
EEC] as
ciel iEL - Gliwice
ifx Infingon Technologies AG
ite: Institute of Electron Technology
shz Sietnens Business Services
Ut Silesian Universzity of Technology
ta Thales Optronigue
[Ns]a] niversity Gesamthochzchule Paderborna

Figure 8.11: Search result.
8.3 Modify user

This mechanism allows the user to modify users' attributes registered in the TRMS
database. Open the Users menu and select the Modify item. After activation of this item
a proper dialog window will be displayed. Login, name and also surname can be entered

as the attributes of the modified user. Next, click the & geeren | button. The result of
searching is displayed as a table. If the user enters no attributes, all users currently
registered in the TRMS' database will be displayed.

Lagin name |Iab|:|| |

Teharme | |

Surname | |

Figure 8.12: Search window.
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The result of searching is displayed in the table form. The Login column shows user's
login, as it was registered in the TRMS. The Name column contains user's name. The
Surname column shows his surname. These three elements could be used for searching
the users registered in TRMS.

Login | Iame | Surname
labo |Labaratory CIEL

Mew search ® Detais Cloze

Figure 8.13: Search result

Mark user and click on the |_@ 2= | button. A new window with three additional
bookmarks is available. All fields are available for editing. In a similar way to a new user
registration, one can modify user’s attributes.

(Meininfo [ Groups | Institution |

Login |labao
Pazaworg [ Expired |QDD4-03-28 |
Confirm password | | Read Public Key |
Mame |Laboratory Info “alid
Surname  |CIEL

Uncio | Save || Cancel

Figure 8.15: Main info bookmark

8.4 Remove auser

This mechanism allows a user to remove users registered in the TRMS database. Open
the Users menu and select the Remove item. After activation of this item a proper dialog
window will be displayed. Login, name and also surname can be entered as the attributes

of the removed user. Next, press the M button. The result of searching is
displayed as a table. If the user enters no attributes, all users currently registered in the
TRMS' database will be displayed.

Login name |Iabo| |

Matme | |

Surname | |

Clear | £ Search || Close |
=

Figure 8.15: Search window
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The Login column shows user's login as it was registered in the TRMS. The Name
column contains user's name. The Surname column shows his surname. These three
elements could be used for searching the users registered in TRMS.

Login | Marne | Surname
labo Laboratory CIEL

Mewy search | | Remove || Close

Figure 8.16: Search result

Mark the user and click on the W Remove | button. You will be asked for confirmation of
the operation. Click on the Yes button.

Retmove selected tem?

= Mo

Figure 8.17: Confirmation box

The chosen user has been deleted from the GTLS database. System displays the
suitable message.

% Operation remoye done

Ik

Figure 8.18: Info box

9 OPTIONS

The Options Menu includes four items.

server  User RSNGGEN Administration  Help
i| @ ﬁ Uszer configuration
. U=er profile
Look & Feel hietal
Claze all windows Winilorys
Mctif

TLS [hostq57. 182 .97 .14:0020]...
$TLE [host 157 A52.97 14:2020]. .

Figure 9.1: Options menu
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The User configuration item enables a suitable configuration of a client application
through the setup of proper parameters determining cooperation with the GTLS and Tool
Servers. Three bookmarks are available. The Global bookmark allows the user to specify
a type of communication with the GTLS server. Tomcat and ANTS communication are
possible. Frequency of ping to GTLS field determines in seconds how often pings to
GTLS are sent. Encryption thick switches on and switches off encryption methods for
communication protection. Affirmation of a secure data transport in TRMS is realized
through the utilisation of cryptographic methods and the digital signature technology.
Design data are encrypted during transportation. Encryption with the public key method,
as well as encryption with the symmetric key method is used simultaneously.
Compression thick switches on and switches off compression methods. Compression of
data before their dispatch to a receiver allows limitation of network traffic and significant
decrease of data transmission time. Proxy server thick enables cooperation between
TRMS and the Proxy Server.

Global [ Client [ 15|

Type communication with GTLS | Tamcat communication - |
Frequency of ping to GTLS [sec] 120
Lewvel debug | Developer level hd |
(vl Encryption

[vi Campression

= Using & proxy server

Uncla | Save || Cancel

Figure 9.2: Global bookmark

The Client bookmark enables the user to choose a type of the used Client GUI. GUI for
end-user, Tool Server administrator GUI, as well as the GTLS administrator GUI are
available. Remaining fields store information on the location of files with user and GTLS'
keys, user's working directory, as well as the IP number of the GTLS server.

"Global | Cliert [ T3 |

Type of GLUI |FuIIGUI(foradminis{ratorGTLS) -

Default path to user's private key |C:\prj_c:vs\ciel\trms\projed\config\new_keys | @

rGTLE setting-

P [157.158.97.14:3080 |

Public key of GTLS [ 1prj_cvsicieltrmsiprajecticonfiginew_keysigtisigtis. cer | @
Base
Private key | |[=]
Warking dir [C:prj_cvs\cieltrmsiprojectiwarkiclient |[=]
[z
Undo | | Save || Cancel |

Figure 9.3: Client bookmark

The TS bookmark enables the user to specify essential parameters for the Tool Server
administrated by him.
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(ke[ Cient | T |
TS typs comrmunication | Tomeet communication -]
TS I (compstible with TS Database) | [ |
- GTLS setting
I Jiocaihost:5080 |
Public key of GTLS | | @
~Base
Private key | =l
Warking dir [C:\prj_cvs\cieltrmsiprojectiwark |[=]
Undo Save Cancel|

Figure 9.4: TS bookmark

The User profile item displays complete information of the logged user. All data could be
browsed and modified. More details about modification of user’'s parameters one can find
in section Users — How to ...?

Lodin  fisrek
Password [** Expired
Confirm passward [
Mame |Jarek Infa
Surnarne  Magiers

Undao Save Cancel

Figure 9.5: Main info bookmark
The Look & Feel item allows user to change appearance of the client application. Metal,

Windows as well as Motif colour schemes are possible.
The Close all Windows item closes all opened windows.

10 ADMINISTRATION

The Administration menu allows a suitable configuration of GTLS, as well as
supervision of users’ behaviour and system operations. It includes four items.
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erver  User Options BaEEEGEEEGN Help

b @ % E ﬂ GTLE configuration

GTLS administration

@ TS sessions

% Uszer sessions

TLE [host:A57.152 .97 14:2020]... e
TLE [host:57.152 .97 14:2020]...

TLS [host:157 152 .97 14:2080]..

TLS [host:157 152 .97 14:2080]..

ST1 S Thask4 BT ARE 0T 440000

Figure 10.1: Administration menu

The GTLS configuration item is used for configuration of GTLS and its Databases.
There are two bookmarks. The Database bookmark allows the user to setup essential
parameters for getting a correct service of databases. Two databases are utilized by
TRMS. In the first one, information on registered users, and in the second one the
registered tools are stored. All fields should be filled out in accordance with labels.

r Database rSeﬁrt‘rg GILs |

~llzers datahase setting

URL i postaresel #1 92.168.0.1:54324rms |

Driver to database |org_postgresql.Driver |

Lagiry W
Pazzwvord |***

“Tools datahase setting

LRL |hﬂp:.f.f1 92 1658.0 1:8080/existxmirpc

Login (mstris

Uneo | §ave || Cincel

Figure 10.2: Database bookmark

The Setting GTLS bookmark enables the user to enter suitable parameters for correct
cooperation between the client application and the GTLS Server.

Encryption thick switches on and off encryption methods for communication protection.
A secure data transport in TRMS is realized through utilization of cryptographic methods
and the digital signature technology. Design data are encrypted during the transport.
Encryption with the public key method and the one with the symmetric key method are
used simultaneously.

Compression thick switches on and off compression methods. Compression of data
before their dispatch to receiver allows limitation of the network traffic and decreases
significantly the time of data transmission.

Proxy server thick enables cooperation between TRMS and the Proxy Server.
Information included in the Base frame preliminary configures GTLS. They point at
location of the file with GTLS' keys pair and the working folder.
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[(D3tebasal| Setting GTLS |
Level debug |Developer lewel >
[ Encryption
[ Cormpression
| Using a proxy server
Base
Private key |D:mrogramslconfiglg'tls.keystore | @
Wiorking dir |C:'drmslw0rk1gtls | @

Figure 10.3: Setting GTLS bookmark

11 PERMISSIONS

11.1 User permissions

The range of user permissions in the TRMS environment is related to the membership of
a given group. A number of groups is optional. Each user who possesses adequate
permissions can create a new group.

Matme | Dezcrigtion
Acmin_SUT Aclministrator of SUT
Manage_GTLS_Admin Aclmin for GTLS has permissions for all operstion | GTLS
Role_Adimin FPertnizsionData for GTLES admin

Figure 11.1: Groups bookmark

The system of privileges for a specific group is divided into five levels (none, watch,
invoke, edit, administrator) and is related with operations performed on eight objects
(Tool, User, Group, Institution, TS, Manage GTLS, Task, Workflow). For each object the
user can choose one of five levels. Upper level includes lower level permissions.
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i Permission |

Type | Lewvel
Toal adminiztrator
=zer adminiztrator
GroUp administrator
In=titution administrator
= aclministrator
Mange GTLS eclit
Task adminiztrator
arkflaw adminiztrator

Figure 11.2: Permission bookmark

11.2 Tool Server Permissions

The granted permissions of a given group control access to Tool Server resources. The
user receives the adequate permissions in the moment of accession to the group. The TS
administrator makes an additional control of the specific group permissions for accessing
to a given Tool Server. The TS administrator can limit or grant additional permissions to
the concrete group to perform operation in the moment of Tool Server registration.

[(Maninta | aNTS | Groups |

MNatne | TS Permizzion Level
EColleg_Pattners

|| vew |

1=
=]
f+3
[=]

I
o
=
o
z
@
1=
o
o

Figure 11.3: Group list

12 FURTER DEVELOPMENT OF TRMS

R & D on TRMS is being continued. The progress is monitored on TRMS web pages, i.e.
on www.ecolleg.org/trms
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Appendix A How to generate user’s keys?

The keystore file with user’'s public and private keys can be generated in two ways.
Directly, with the keytool tool attached to each Java 2 SDK edition or with KeyTool GUI,
the small program available under the GNU Public License on the Web. This text
concerns the second case. Below, some screenshots and advises are given.

1. Open KeyTool GUL.

S

File Tools Help

has BB 88 8PESD

] nnas [ Last Madinea

[No KeyStare Loaded

2. Open the File submenu in the main menu and choose the New KeyStore item.

kT keyTool GUI -

Open KeyStor [j\\{n-u
Save KeyStore CArl-5 | Last Madified

Save HeySlore As

3. Select JCEKS as the type of the new KeyStore and click on the OK button.
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Mew KeyStore Type 3 El

Select the type of the new KeyStore:
1 JKS

® JCEKS

! PKCS #12

! BKS

) UBER

OK Cancel

4. Open the Tools submenu and choose Generate Key Pair item.

£ T keyTool GUI - [Untitled]

File | Tools | Help
B Examine Certificate ChE 5 @

Examine CRL Cirl-L

0| et Ry BT Gue || LastModified
Import Trusted Certificate Cir-T %
Import Key Pair Cl-k
Change KeyStore Type »
Set KeyStore Password  cirl-F
KeyStore Report Ctrl-R
Options

5. Select RSA as the key algorithm and enter key size 1024 bits, then click on the OK
button.

Generate Key Pair El

Key Algorithm: () DSA  ® RSA

Key Size: (1024

OK Cancel

6. Select MD5 with RSA as the signature algorithm and fill in all fields in accordance with
labels.
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Generate Certificate x|

Signature Algorithm: |I'u|[)5withR5A "'|

Validity (days)y: |90

Comman Name (CN); |Jarek Magiera |

Organisation Unit (OU): |CiE|_ Lah |

Organisation Hame (O): |BUT |

Locality Name {L); |Gliwice |

State HName (S): |Si|esia FProvince |
Country (Ck: [PL

| OK || Cancel ‘

7. VERY IMPORTANT: TRMS requires “user” as an alias name.

Key Pair Entry Alias ; x|

Enter Alias: |user |

OK Cancel

8. Enter password and confirm. The keystore file uses two passwords. First password
protects access to the keystore file. Another password protects access to the user private
key. If one wants to get a certificate from keystore only, the first key is needed. But if one
wants to get the private key, one must know both passwords. The passwords can be
different or the same. In the TRMS both passwords are the same. This simplifies logging.

Key Pair Entry Password j El

Enter Hew Password: |***“‘*‘*"’ |

Confirm New Password: |**"f“‘“‘* |

OK Cancel

9. Keys are generated.
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%1 KeyTool GUI - [Untitled] I - |0l x|
File Tools Help

s B HE &SE &EP®EB @

| Alias | Last Modified
% Lser 2003-10-2914:22:06

10. Now, one has to create a certificate with one’s public key. The certificate will be sent
to the TRMS’ administrator. Mark “user” entry and right-click on. Then select the Export
item.

£ T KeyTool GUI - [Untitled]
File Tools Help

e B8 KBESES®

| Alias | Last Modified
% user 2003-10-29 14:22:06
Certificate Details

Generate CSR %
Import CA Reply
Set Password
Delete

Clone

Rename

11. Select Head Certificate and DER Encoded.

Export KeyStore Entlf'f ; ﬂ

Expott Type

" Certificate Chain
" Private Key and Cetificates
Export Format

¥ DER Encoded

" Base 64 Encoded

" pKCS #7

 PRES #12

Ok I Cancel

12. Define where the certificate file has to be stored.
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L1 Export certificate | x|
Look in: I@ Pulpit LI 5] I‘j‘

@ Maje dokurnerty
@I Maj kompter
Moje migjsca sieciove

Filg name: Imyname cEer Export |
Files of type: |x 509 Certificate Files (* car* crt) LI Cancel |

13. Save your keystore.

k| KeyTool GUI - [Untitled]

File Tools Help

Mew KeyStare Chrl+h Q 3z @ &)

Open KeysStore Cerl+0

1 siegfried. keystore

2 maciek. keystore
3 darek.keystore
4 norbert kewstore
Exik

14. Enter password and confirm. IMPORTANT look at point 8.

Set KeyStore Password x|

Eriter Mewe Passwaord: I***”””

Canfirn Meww Passyword: I”*”””|

Ok Cancel |

15. Define, where the keystore file has to be stored.
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|
Save in: I@ Pulpit i
@ Maje dokumenty

Maj komputer
hinje migjsca sieciowe

File name:; IMyName.keystore Save |
Files of type: IKeyStnre Files (* ks jlka;* oo * pl 20 ﬂ Cancel |

16. Creation of the keystore file is ended. Send your certificate file to the TRMS
administrator.



TRMS User’s Manual Vers. 2004-11-18 56

APPENDIX B TRMS support

Support is available to all registered TRMS users through the web pages:

www.ecolleg.org/trms

and on e-mail:
trms-support@ciel.pl

At www.ecolleg .org the following demonstrations are available:

TRMS demonstrations

1. TRMS concept [ www.ecolleg.org/DISSEMINATION/Demos/trms_idea.html ]
- demonstrates basic concepts in TRMS.

2. A Client to the TRMS environment
[www.ecolleg.org/DISSEMINATION/Demos/trms_intro.html ] - a short
description of the graphical interface.

3. SUT / Infineon Technologies application scenario
[www.ecolleg.org/DISSEMINATION/Demos/scenario_sut_ifx.html ].

4. Encryption [www.ecolleq.org/DISSEMINATION/Demos/encryption.html] -
security issues in TRMS.




